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Probabilistic-union Semiring
( [OI ]—] U {—OO}, max, hl'JI — OO0, O)
to model Worst-Case Reliability

e weighted choice := max (choose worse failure rate)

e path accumulation ;=& (probability of union of 2 events: p + q - pQ)
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Note:
» Semantics are purely functional (i.e., input packet, output trace)

> No support for queuing / congestion
> Still suitable for many Quantitative Verification Questions

> modern network hardware has made packet-level interactions less
Important

> many quantities are independent of congestion (e.g., reliability, security)
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Automata-based model  Regular automata are not
checking suitable
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Automatic Verification

compille

WNetKAT program p q WNetKAT automaton A

Theorem:
Semantics of any wNetKAT program can be computed by compiling to wNetKAT automata.

= Automatic verification of r-safety / r-reachability can be done at the level of wNetKAT
automata

Several properties of automata generally become undecidable in the presence of
weights!
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Thank You!

See Paper For:
« Semantics of wNetKAT

- Compilation to automata
 Decision procedures
» Case study

Current/Future Work:
* Lean mechanization

» Symbolic representations of automata

» Efficient implementations of procedures

Network
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WNetKAT program

\

WNetKAT automata
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Decision
Procedure
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r-safety

/
r-reachability




