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FNetwork Verification
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Quantitative Network Verification
Automatically 
verify:

Can all hosts deliver 
packets to one another?
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NetKAT 
(Anderson et al. 2014)

Can host A deliver packets to 
host B within 5ms?
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with at least 90% reliability?
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to one another?



2

4

A 1

3
B

p2  ...   p3  ...   p4  ... 

p       if sw = 1 then p1 
    else if sw = 2 then p2 
    else if sw = 3 then p3 
    else if sw = 4 then p4 

net  ( p )*

≜ ≜ ≜

≜

≜

Modeling Quantitative Network Behavior

p1   

if dst = B then 

sw <- 3  sw <- 4 

else ...

≜

⊕



2

4

A 1

3
B

p2  ...   p3  ...   p4  ... 

p       if sw = 1 then p1 
    else if sw = 2 then p2 
    else if sw = 3 then p3 
    else if sw = 4 then p4 

net  ( p )*

≜ ≜ ≜

≜

≜

Modeling Quantitative Network Behavior

p1   

if dst = B then 

sw <- 3  sw <- 4 

else ...

≜

⊕

r  p 

weighting: 
“do p with weight r”
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(S, +, , 0, 1)⟦p⟧(π)(h) ∈ 𝒮 𝒮 ≜ ⋅

‣ Semantics are purely functional (i.e., input packet, output trace)

‣ No support for queuing / congestion

‣ Still suitable for many

‣ modern network hardware has made packet-level interactions less 
important

‣ many quantities are independent of congestion (e.g., reliability, security)
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Automatic Verification

wNetKAT program p wNetKAT automaton Ap
compile

Theorem: 
Semantics of any wNetKAT program can be computed by compiling to wNetKAT automata.

 Automatic verification of r-safety / r-reachability can be done at the level of wNetKAT 
automata
⇒

Several properties of automata generally become undecidable in the presence of 
weights!
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Generic over a broad 
class of semirings



See Paper For: 
• Semantics of wNetKAT


• Compilation to automata  

• Decision procedures


• Case study


Current/Future Work:  
• Lean mechanization 


• Symbolic representations of automata  

• Efficient implementations of procedures

wNetKAT program

wNetKAT automata

Decision 
Procedure

Network

r-safety 
/ 

r-reachability

Thank You!


