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1 Introduction

The field of network verification has emerged as a significant success story for the programming
languages community in recent years. The idea is to see the network as a program, and model
the topology of a network and the configurations of its devices as programs in a domain-specific
language, which can then be analyzed to verify properties of interest. This basic approach has
been applied successfully at scale in industry, where it has shown to improve the correctness and
reliability of networks by catching errors at design time [1, 16].

Among the numerous network verification frameworks that have been proposed, NetKAT [3]
stands out for its strong theoretical foundations based on Kleene Algebra with Tests (KAT) [18]. In-
deed, the deep connection between NetKAT and finite automata has been instrumental in facilitating
production-grade [4, 23] scalable verification based on automata-theoretic methods [11, 24, 25].
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However, NetKAT has a critical limitation: its semantics only captures the packet-forwarding
behavior of the network. Hence, it can be used to capture basic properties involving the paths that
packets take (e.g., reachability, isolation, forwarding loops, etc.). But in many situations, network
operators need to reason about richer quantitative properties, such as bandwidth, latency, reliability,
or security, that cannot be gleaned from topologies and device configurations, but are important
for applications such as traffic engineering, fault tolerance, and security.

This paper presents weighted NetKAT (wNetKAT), a new framework for modeling and reason-
ing about such quantitative network properties. wNetKAT enriches NetKAT with new syntactic
constructs for assigning and manipulating weights and a semantics that assigns a weight to each
execution. At a technical level, we model weights as elements of a semiring—intuitively, semirings
arise in networking as their operations model both alternative (e.g., sum) and joint (e.g., product)
use of information, across all possible paths in the topology.

Although extending NetKAT with weights may appear straightforward initially, there are numer-
ous challenges that arise in the design of the language and in formulating the semantics correctly.
For the latter, one has to carefully restrict the semiring to ensure that iteration can be computed and,
more interestingly, the operational semantics of the language requires a new automaton model that
captures both the presence of weights (very much in line with classical weighted automata) but also
correctly accounts for the idiosyncrasies of NetKAT semantics. At the level of the expressiveness
of the language one has to take into account that the weights needed to compute the relevant
quantities might be associated with different parts of the network (e.g. a switch, a link, a port) and
therefore the new syntactic constructs need to offer that flexibility.

We provide a thorough formalization of the language and its metatheory including a denotational
semantics, language model, operational model using wNetKAT automata, and theorems that equate
these different models. The soundness of our automata construction then enables the verification
of wNetKAT policies at the level of automata. At time of verification the semiring parametricity
shines: in different contexts, the nature of the relevant weights varies. For latency we might want
to use integers whereas for security we might want to use an ordered set of permission levels.
Moreover, the way these quantities need to be combined to propagate through the network to yield
the answer to a verification question also varies (e.g., worst-case latency or best-case reliability).

We focus on two classes of quantitative properties in our verification quest: r-safety (“Do all
paths in the network have weight at most r?”) and r-reachability (“Does there exist a path in the
network with weight at least r?”). We provide algorithms to decide these verification questions and
then illustrate their applicability in a case study. In particular, although wNetKAT cannot precisely
model the kind of quality of service (QoS) properties that depend on flow-level interactions such
as congestion, these verification questions encompass a broad range of network performance
characteristics. For example, many quantitative aspects of networks—such as reliability (from
historical packet loss) or security (whether a link is trusted)—do not depend on modeling dynamic
packet-processing behavior at all. Increased bandwidths and packet-processing rates in networks
have also recently enabled network performance to be modeled at a coarser granularity that does
not need to directly consider queueing or packet-level congestion [15].

In summary, this paper makes the following contributions:

o We develop wNetKAT, a semiring-based framework to facilitate reasoning about quantitative
network behaviors such as bandwidth constraints, latency measurements, and reliability metrics.

e We provide a comprehensive formal treatment of the semantics of wNetKAT, including denota-
tional (Section 3), language-theoretic (Section 4), and operational (Section 5) models. The latter
is based on a new automaton model—wNetKAT automata. We develop a sound translation, akin
to the classical Thompson construction, from wNetKAT expressions to wNetKAT automata.
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p = ifsw=_S;thenpelse...
I £ ifsw=S;thenljelse ...
inout = (sw=5 Apt=1)V
(sw=35; A pt=2)
net = in;(p;l;dup)*;out

Fig. 1. Sample network and its encoding in wNetKAT.

o We establish the exact computation of wNetKAT expressions—in particular, providing the first
computable semantics for probabilistic extensions of NetKAT. This enables algorithms for verify-
ing quantitative network properties: r-safety and r-reachability (Section 6).

o We showcase the applicability of wNetKAT in the setting of Internet2’s Abilene backbone network,
providing worst-/best-case network guarantees over a range of practical network phenomena
with automatically generated concrete witnesses and/or counterexamples (Section 7).

We also show that wNetKAT subsumes the original semantics of NetKAT as well as the guarded
fragment of ProbNetKAT [10, 32]. We include proofs of all formal claims inthe appendix [34].

2 Quantitative Network Verification with wNetKAT

In this section, we give an overview of the quantitative network verification enabled by wNetKAT.
First, we briefly recap modeling networks with NetKAT, after which we discuss the challenges
of quantitative network behavior. Finally, we describe the verification of quantitative properties,
namely r-safety and r-reachability, through a computable semantics based on wNetKAT automata.

2.1 Background: Encoding Networks in wNetKAT

wNetKAT is a conservative extension of NetKAT [3], a domain-specific language for modeling a
networks’ forwarding policies. When disregarding quantitative aspects, modeling in wNetKAT is
thus analogous to modeling networks in NetKAT. Let us illustrate this by means of an example.

Consider the network in Figure 1 (left), consisting of two hosts and four switches. These hosts
and switches are connected via links at designated ports, giving rise to the network’s topology.
Every switch operates according to a forwarding table. For instance, if S; receives a packet destined
for H,, then S; will send the packet either via port 3 or port 4.

In wNetKAT, we model networks as intuitive programs, which are called policies. More specifically,
a policy models how the fields of a packet that is being sent through the network are modified over
time. In our example, a packet consists of the fields sw (holding the switch the packet is currently
at), pt (holding the port the packet is currently at), and dst (holding the packet’s destination). The
high-level structure of the policy modeling our example network is depicted in Figure 1 (right).
Consider the top-level policy net and let us go over each of its components separately:

in;(p;1;dup)”;out .

in and out are predicates specifying the network’s ingress/egress points: a packet can enter/leave
the network at port 1 of Sy or at port 2 of S,. The expression (p;[;dup)” then models the iterative
behavior of the network and is intuitively to be read as follows: “p” look up in the current switch’s
forwarding table at which port the packet is to be placed next, then “I” send the packet via the
corresponding link, then “dup” log the current packet’s state in a history, and “(...)*” repeat.
Both p and [ are basically case distinctions on the current packet’s switch. For instance, if the

packet is currently at switch S;, then the corresponding sub-policies are given by

1>

1 if dst = Hy then (pt < 3 @ pt «— 4) elseif dst = H; then pt « 1else drop

I 1)

Il>

if pt = 3then (sw « S3;pt « 1) elseif pt = 4then (sw « Sy ;pt « 1)elsept =1
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Fig. 2. Sample network with links now weighted by latency and switches weighted by reliability, and an
optional retry link (dotted line) in the network.

p1 branches on the packet’s destination: If the destination is H,, then the packet is forwarded via
port 3 or 4, which is modeled via wNetKAT’s choice operator . Similarly, [; branches on the current
port, and modifies the fields sw and pt according to the network’s topology.

2.2 Modeling Quantitative Network Behavior in wNetKAT

We have just exemplified how to model a network’s packet forwarding behavior in wNetKAT when
disregarding quantitative aspects. Let us now consider wNetKAT’s novel and generic capability of
modeling various quantitative aspects of networks. Again, we proceed example-driven.

Consider the network in Figure 2. The topology and packet-forwarding behavior of this network
coincides with the one from Figure 1. Both the switches and the links are now annotated with
quantitative information: the switches are annotated by success/failure rates, i.e., the probability of
succeeding in forwarding a packet. Links are annotated by latencies, i.e., the time it takes for packet
to be sent via a particular link. wNetKAT enables modeling these aspects in a natural manner.

The key idea in modeling this behavior is to introduce a weighting operationr © p , where p is a
policy and r is an element from a fixed semiring. Intuitively, this operation says “execute policy p
with weight r” wNetKAT is parametric in that fixed semiring, rendering it a generic language for
modeling all kinds of quantitative aspects. Figure 3 provides an overview of different semirings and
what aspects they are capable of modeling. Details on semirings and their operations are provided
in Section 3. Let us, for now, gain some intuition for our example network.

With the appropriate semiring (Tropical or Arctic, depending on whether we are interested in
best- or worst-case behavior), we can weight policies by latencies. To model the latencies attached
to the links in Figure 2, we extend, e.g., the policy /; as follows:

Iy % if pt=3then2msO (sw « S3;pt « 1) else
if pt =4 then 4ms © (sw ¢« Sy;pt < 1) else pt = 1

Alternatively, by choosing the Viterbi semiring, we model a switch’s forwarding success rate (i.e.,
its reliability) by weighting the policy encoding its forwarding table. For, e.g., S; and S;, we have:

98% @ if dst = Hy then (pt «— 3@ pt « 4) else ...
96% © if dst = Hy then pt < 2else ...

P1
p2

11> 11>

Note how the construct r © p can be placed in different parts of the network policy to model
quantities associated with different components (in the above links and switches). We also emphasize
that the choice of the semiring determines the interplay of weighting ® and choice @, which
influences whether we are modeling best- or worst-case behavior. Recall that switch S; may choose
between forwarding the packet via port 3 or 4 if the destination is H, (modeled by & in p; from
(1) on page 3). Regarding, e.g., latencies it is thus natural to distinguish between the best- and the
worst-case latency of a packet. Which of these cases we actually model depends on the semiring:
The Tropical semiring resolves choices in a latency-minimizing manner (since @ is interpreted as a
minimum) and the Arctic semiring resolves them in a maximizing manner (since @ maximizes).
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Arctic semiring to model Latency or Information Leakage (N U {oo, —co}, max, +, —0c0, 0)

Weighting r © p: Choice p @ g: Interpretation of [p] (h):

Policy p has latency r ms (or reveals r bits . . Worst-case latency (or information leakage)

of information) Choose policy with worse latency (or leakage) of network paths

Probabilistic-union semiring to model Failure Rates ([0,1] U {—o0}, max, ¥, —o0, 0)
where ry W ry is the probabilistic unionry +ry —ry - ra

Weighting r © p: Choice p @ g: Interpretation of [p] (h):

Policy p has a failure rate of r Choose policy with higher failure rate Worst-case failure rate of network paths

Tropical semiring to model Confidentiality or Cost (N U {0}, min, +, oo, 0)

Weighting r © p: Choice p @ q: Interpretation of [p] (h):

Policy p reveals r bits of information (or has ~ Choose whichever policy reveals less bits of  Best-case confidentiality (or cost) of network

cost r) information (or has cheaper cost) paths

Bottleneck semiring to model Network Bandwidth (N U {o0, =0}, max, min, —co, o)

Weighting r © p: Choice p @ g: Interpretation of [p] (h):

Restrict bandwidth of policy p to r Mbps Choose policy with higher bandwidth Best-case bandwidth of network paths

Viterbi semiring to model Reliability ([0,1], max, -, 0, 1)

Weighting r © p: Choice p & g: Interpretation of [p] (h):

Policy p has a success rate of r Choose policy with higher success rate Best-case reliability of network paths

Security semiring to model Security Levels (0 < L <M < H, max, min, 0, H)

Weighting r © p: Choice p @ g: Interpretation of [p] (h):

Policy p has security level r Choose policy with higher security level Best-case security level of network paths

Why semiring to model Resource Tracking (propositional positive DNF, V, A, 0, 1)

Weighting r © p: Choice p @ g: Interpretation of [p] (h):

Policy p uses resource r Use resources from p or resources from g Resources used by network paths

Boolean semiring to model NetKAT [3] ({0,1}, v, A, 0, 1)

Weighting r © p: Choice p @ q: Interpretation of [p] (h):

10p=pand 00O p =drop Nondeterministic choice between p and q All possible network paths

Real Numbers semiring to model ProbNetKAT [10] (R20U {0}, +, -, 0, 1)

Weighting r © p: Choice p @ g: Interpretation of [p] (h):

p has probability r Probabilistic choice between p and g Probability of each network path

Fig. 3. Instances of wNetKAT: examples of semirings (S, +, -, 0, 1) and their use in networking.

2.3 From Modeling to Verification

Our first goal was to design a language that inherits the modeling aspects from classic NetKAT
while enabling to model quantitative aspects in a generic and natural way. Our ultimate goal,
however, is to obtain effective procedures to fully automate quantitative reasoning about networks.

Developing these effective procedures is challenging. In Section 3, we will present a semiring-
valued denotational semantics [p]: Pk — (H — S) where Pk denotes the finite set of packets, H
denotes the countably infinite set of histories (think: “traces” of packets) and S denotes the chosen
semiring. Intuitively, [p] () (h) is the weight (e.g., worst-case latency) p associates with the history
h on input packet 7. While the denotational semantics provides us with a ground truth for assigning
meanings to (weighted) policies, it is not immediately amenable to automation—wNetKAT features
unbounded iteration, thus denotationally it does not provide a finitary executable description.

Therefore, in the second part of our paper, we develop the novel notion of (finite-state) wNetKAT
Automata (WNKA, for short). The idea is to compile—in an algorithmic manner—every wNetKAT
policy p to a WNKA A,, which accepts a weighted language over guarded strings, i.e.,

[Ay]: GS — S, where the set of guarded strings is GS = Pk - (Pk - dup)” - Pk .

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 240. Publication date: June 2026.
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encoded wNetKAT compile wNetKAT Decision
Network .
as policy (Theorem 1) automaton Procedures
Fig. 4. Quantitative verification pipeline of wNetKAT instantiated with a semiring S.

Guarded strings represent complete packet traces; intuitively, we can think of a guarded string x as
the concatenation of an input packet & and an output history h, i.e., morally x = 7 - h, so that

[Ap] (- h) = [p] () (h)
———— ———
operational semantics enabling effective reasoning denotational semantics

The WNKA A}, does provide us with the finitary description required for the algorithmic verification
of quantitative network aspects. To produce these automata models we have devised a Thompson-
like construction specific to wNetKAT (Table 1). Like the classic Thompson construction for regular
languages and NFAs, it operates recursively on the structure of a policy. However, as we will
see in Section 5, this construction is far from being a trivial generalization as we cannot rely in
e-transitions when composing sub-automata (obtained recursively) and we must therefore employ
a rather complex on-the-fly epsilon-elimination procedure in a weighted setting. The construction
is further complicated by wNetKAT’s so-called carry-on packet semantics: unlike traditional regular
expressions, NetKAT is stateful, and the output packet of a transition is carried on to the next state.
In wNetKAT this carry-on packet additionally incurs a weight that needs to be accounted for in
the Thompson construction. This carry-on packet is also the reason why we cannot directly use
classical weighted automata for the operational semantics and need to introduce a new automaton
model. Let us now consider the algorithmic problems WNKAs enable us to tackle effectively.

2.4 Automatic Reasoning in wNetKAT
Our verification pipeline is depicted in Figure 4. With WNKAs, we tackle the following problems:

(1) r-Safety: Do all—out of possibly infinitely many—traces through the network satisfy a given
upper bound r on, e.g., latency or the overall probability of failure?

(2) r-Reachability: Does there exist a trace through the network satisfying a given lower bound
r on, e.g., a confidentiality measure or the probability of successfully transmitting a packet?

(3) Computing Weights: Given an input packet 7 and a history h, what is the weight [p] () (h)
policy p assigns to h on 7?

Our corresponding decision procedures are as generic as wNetKAT’s modeling capabilities: In
Section 6, we provide sufficient conditions on the semiring in order for the above problems to be
decidable, and we provide corresponding generic decision procedures based on our WNKAs. The
rest of this section is devoted to examples for the above problems.

2.4.1 Deciding Safety. The verification question of r-safety naturally arises when upper-bounding
worst-case quantities associated with a network:

Example 1. We can decide that all traffic in the network from Figure 2 has a latency of at most 5ms.
For that, we encode the network in wNetKAT (Arctic semiring) and check whether the resulting policy
p satisfies 5-safety: For all input packets r and all histories h, we have [[p](x)(h) < 5.

Moreover, if the safety property is violated, our decision procedure provides a witness: a trace
with a weight greater than the safety threshold r. For example, suppose a network provider was
considering adding the retry link (dotted line) to Figure 2. In this case, the network would no longer
be 5-safe as a packet might be repeatedly forwarded back and forth between switches S3 and S

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 240. Publication date: June 2026.
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A semiring is a structure S = (S, +, -, 0, 1),  An w-continuous semiring is a structure (S, 2):

where S is a set equipped with two binary (1) S is a semiring,
operations +,-: S X S — S, and constants (2) (S, =) is an w-complete partial order,
0,1 € S satisfying: (3) X is positive, i.e., O is least element of <,
(1) (S, +, 0) is a commutative monoid, (4) both + and - are w-continuous,
2) (S, -, 1) is a monoid, (5) S admits countable sums, defined as:
(3) multiplication distributes over addition. Z
(4) multiplying with O is annihilating. Z Si = |_| Z Si
ieN neN i=0

————
supremum of partial sums

Fig. 5. Definition of (w-continuous) semirings. Semirings offer an algebraic basis to formalize weights and
relevant operations, whereas w-continuity captures the existence of adequate countable sums, essential for
the semantics of iteration.

(accumulating an unbounded latency). Our decision procedure identifies this updated network as
violating the safety property and provides a witness including the new link.

2.4.2 Deciding Reachability. The question of r-reachability is more natural to ask in settings that
model best-case analyses, such as modeling reliability with the Viterbi semiring. In this setting,
r-reachability corresponds to finding reliable paths between nodes.

Example 2. We verify, for the network from Figure 2, that host H, is reachable from Hy with a
reliability of at least 90% by deciding if the policy

sw = Hj ;net;sw = H,

is 0.9-reachable (in the setting of wNetKAT instantiated with the Viterbi semiring). If the property is
satisfied, we provide a sample trace, i.e., an input packet and output history such that the associated
weight is > 0.9. In this particular instance, the property is satisfied and the sample trace corresponds
to the network path S; — S3 — Sz with a 91.26% reliability.

While the network in Figure 2 is simple, we can reason about much more complicated networks
in wNetKAT. In Section 7, we model Internet2’s Abilene backbone network in wNetKAT. Abilene
features several nodes across major cities in the United States; we use the network to showcase the
verification of quantitative network behavior in a real-world setting.

In the rest of the paper, we make precise the notions covered throughout this section and then
tie everything back to these examples of quantitative network verification with a case study over
the Abilene network. We first provide a formal definition of the syntax and semantics of wNetKAT
(Section 3), followed by a language model (Section 4) and an operational semantics based on
wNetKAT automata (Section 5). Finally, we describe the verification of r-safety and r-reachability
through decision procedures at the level of wNetKAT automata (Section 6), and apply them in the
real-world setting of Internet2’s Abilene backbone network (Section 7).

3  wNetKAT: Syntax and Semantics

wNetKAT is parameterized by an w-continuous semiring, a class of semirings admitting countably
infinite sums (see Figure 5). We restrict to w-continuous semirings as unbounded iteration (—)* is
naturally captured by an infinite choice—the semantics of which then needs to make use of these
countable sums to be well-defined. We discuss this further in Section 3.2.

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 240. Publication date: June 2026.
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We fix an w-continuous semiring S throughout this section and the rest of the paper. To emphasize
the instantiation with a given semiring S, we sometimes refer to S-wNetKAT (and write just
wNetKAT when the semiring is clear from context).

3.1 Syntax

The syntax of wNetKAT is shown in Figure 6 (left). We fix a finite set of (packet header) values Val
that each of the finitely many fields F can take. A packet & in the set Pk is thus a finite function
of type F — Val, assigning a value to each field. We usually write 7. f instead of 7z (f) and denote
packets in record notation {f; = ni, ..., fi = nx}. A (packet) history h = m::fi is a non-empty list of
packets, where 7 is the head packet and 7 is the (possibly empty) tail. We sometimes abuse notation,
and write 7::h instead of s::7. Finally, elements r of the semiring S are called weights.

Predicates t are Boolean combinations of false, true, and tests of the form f = n. They act as filters:
If the current packet does not satisfy t, the packet is dropped. The modification f < n assigns the
value n to the field f in the current packet. Sequential composition p ; q first executes p and then
executes q. Weighting r © p weights the execution of p by the semiring element r. The choice p ® q
executes either p or q. The primitive dup can be understood as a logging command for keeping
track of a packet’s trajectory through a network. Iteration p* is, intuitively, a countably infinite
choice between terminating or keeping iterating p, i.e., schematically, p* is equivalent to

skip & p & psp @& pipip S ...,
where we write skip (drop) instead of true (false) to emphasize the behavior of the predicate when
used as a policy. Finally, we can also encode usual control-flow structures in wNetKAT:

skip
drop

true if t thenpelseq
false while t do p

tip®tiq
(t;p)'s—t

These encodings are justified by the semantics of wNetKAT, which we go over next.

A
A

1> 11>

3.2 Semantics

The semantics of wNetKAT is shown in Figure 6 (right). In what follows, we first introduce so-called
weightings—the central semantic objects. We then detail the semantics of the individual constructs
and state various desirable properties such as a fixed point characterization of iteration.

3.2.1  Weightings. Intuitively, a policy p takes as input a history h and produces a set of output his-
tories h’, where each output history is weighted by some element from S. To formalize an appropriate
semantic domain, we introduce the following central objects:
Definition 1 (Weightings). We define weightings over a set X as the tuple (Ws(X), 1, >>=), where:
(1) Ws(X) £ {m: X — 8 | supp(m) is countable} with supp(m) = {x € X | m(x) # 0},
(2) n: X > Ws(X) is the unit, defined as n(x) £ Ay. [x = y].!
(3) >=: Ws(X) = (X - Ws(X)) » Ws(X) is the bind, defined as (using infix notation)
me=f £ Jy. > mE)-fxQ)
xesupp(m)
This sum is well-defined as supp(m) is countable and w-continuous semirings admit countable sums.A
We often call weightings the elements of Wg(X) and denote them by m, m’, and variations

thereof. supp(m) is called the support of m. It is easy to check that the monad axioms hold for the
operations as defined above, and therefore (Wg(X), 1, >=) forms a monad.

Here, and throughout the paper, we use Iverson bracket notation: [P] = 1 if the proposition P holds and [P] = O otherwise.

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 240. Publication date: June 2026.
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Syntax Semantics
Values Valsn:u=o|... |0, [t]pred : Pk — 2
Fields Fafu=fl...1f [false]preq () = 0
Packets Pk > m, a0, B,y u= {fi=n1, ..., fr = ni} [truelpreq(7) = 1
Histories H>h = m:h
ho= () | moh [f = nlprea(n) = [n.f =n]
Weights Sars Ht N u]]Pred(”) = [[t]]Pred(”) N Hu]]Pred(”)
Predicates  Pred > t,u := false  False/Drop [t A u]lpred(r) = [t]pred () A [u]pred ()

| true True/Skip [[_‘t]]Pred(ﬂ') = [[tﬂPred(”) = 0]
| f=n Test
| t VvV u Disjunction [p] : H—- Ws(H)
| t A u Conjunction [t](z=h) = [[[t]]p,ed(ir) = 1] - ()
| -t Negation [f < n](x=h) = n(x[f = n]=h)

Policies Pol 3 p,q -| } ﬁltfgrﬁ [dup](z=h) = n(mam:h)

«— n Modification
| d p Duplication [[p’q]](h) - [[Pﬂ(h) >= [[qﬂ
| p;q  Seq. Comp. [repl(h) = r-[p](h)
| rOp Weighting [peqlh) = [pl(h) + [ql(R)
| pea Choice [p*l(h) = ¥ [[p(”)]](h)
| p Iteration neN
where p(®) =skip and p™) = p;p

Fig. 6. Syntax and Semantics of S-wNetKAT, where S = (S, +, -, 0, 1) is an w-continuous semiring. We
assume that the operators bind stronger in the order: =, A, V, ;, 0, @.

We lift the operations and the order of the semiring S pointwise to Wg(X), i.e., forr € S,
my, my; € Wgs(X), and {m;}icr: I - Ws(X) a family in Ws(X) indexed by I, we define:

r-m 2 /‘lx r- m(x) 0 = /1x0
m-r £ Ax.m(x)-r my+my; = Ax.my(x)+ my(x)
my 2 my it Vx: my(x) 2 my(x) 1261] m; = Ax. lZE]I m;(x)

Finally, as weightings and their associated operations are lifted from w-continuous semirings, they
satisfy many expected commutativity, associativity, and distributivity properties .

3.2.2 The Denotational Semantics of Policies. Intuitively, a policy p takes as input a history h and
produces a set of output histories h’, each output being weighted by some element from S. The
notion of weightings formalizes this: the semantics [p] of a policy p is of type H — Ws(H),
i.e., each input history h is mapped to a weighting [p](h) of (output) histories, and [p](h)(}') is
the weight p assigns to the output history A’ when executed on the input history h. The set of
all histories produced by p on input h is supp([p] (h)), i.e., all histories to which [p](h) assigns a
non-0 weight. It is useful to note that, operationally, only the head of the input & is relevant for the
execution of p in the sense that for all packets 7 and all histories h, h’, we have

[p] (7)) (R") = [p](m::h) (' :h) .

Predicates, modification, and duplication produce at most one output history (behaving analo-
gously to NetKAT [3]). We embed their semantics into wNetKAT via the unit 7 of Ws(H). Sequential
composition, weighting, choice, and iteration yield wNetKAT’s generic capabilities for modeling
quantitative aspects of networks and require a more involved treatment.
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Predicates. Recall that predicates t are Boolean combinations of false, true, and tests f = n. Intu-
itively, if the head packet 7 satisfies t, then executing ¢ does not alter the input history—it is effectless
in the sense that it simply outputs the input history. Otherwise, i.e., if 7 does not satisfy ¢, then 7 is
dropped. Semantically, this is captured as follows: [t (7::h) (k") = [ satisfies ¢ and 7:7i = A'].
Modification. The policy f « n sets the field f of the input history’s head packet to n. To capture
this, we use [ f := n] to denote the packet obtained from 7 by updating the value of the field f to
the value n and define [f < n](7::f) = 5 (x[f = n]::h), which is 1 only when &’ = x[f := n]:h.
Duplication. dup is intended to be a logging statement for keeping track of a packet’s trajectory
through a network. Its semantics makes this explicit: [dup]|(7::fi) = n(mamah).

Weighting and Choice. All constructs considered so far produce only {0, 1}-valued weightings.
Weighting and choice bring the capability of modeling quantitative aspects of networks to wNetKAT.
Let us consider an example to illustrate how these constructs act in concert.

Example 3. Let S = (N U {oo, —00}, maxn, +n, —00, 0) be the Arctic semiring and consider the
simple policies
p1 =30f«1 and  p; =50 f 2.
We have [p1]| (1) (B') = 3+N [f « 1](z=R)(B'), where [f «— 1](m:R)(R) =0 if b’ = z[f = 1]:h
and —oo otherwise. Hence, [p;]|(7::) (k') = 3 when b’ = n[f = 1]::hi enabling us to model that
“Modifying the input packet by setting f to 1 incurs a cost (latency) of 3”

and similarly for p,. Let us now combine p, and p; via a choice, i.e., let p = p; ® p,. We have

3 ifr’ =x[f=1]andh =K
[p](m=h) = maxn([p1](m::h), [p2](7:h)) = Ax'=R'. {5 ifr’ =rx[f=2]andh =W

—oo  otherwise .

Here, because the assignments in each summand of p are different the result of the semiring addition
maxy ([p1] (z::h), [p2] (1)) will be of the shape maxy (n, —o0) forn € {3,5}, producing two different
output histories in the support. Now consider a small change in p, using the same output history:

p1 =30f«1 and  p; =50 fe1.

How does p = p; @ p, behave now? We have [[p] (k) (h) = maxn([p1](m::h) (h), [p2] (1) (h)) =
maxn(3,5) (or vice-versa), which is 5 if h = n[f := 1]:h. ie., the choice is resolved in a cost
maximizing manner. This emphasizes how the semiring operations determine the interplay of weighting
and choice. If; e.g., instead of the Arctic semiring, we were to choose the Tropical semiring S =
(N U {oo}, miny, +n, o0, 0), the choice is resolved in a cost minimizing manner and [p](z::%) (h) = 3.

Sequential Composition. The weightings produced by sequentially composing policies is natu-
rally captured by the bind >>= operation of the monad YWgs(H) of weightings. We have

[p:ql(m)(R) = ([p](h) >=[q])(K) = Z [pl(R)(A”) - [ql(h”)(K') .
b esupp([p](h))

This is intuitive: The weight p ; g assigns to &’ on input h is obtained by summing over all intermediate
outputs b’ that p produces on h. For each such k", we multiply the weight p assigns to A’ on input
h by the weight weight g assigns to A’ on input h”, which captures the sequential behavior of
p;q. Note that the semantics of conjunction of two predicates coincide with their sequencing, i.e.,
[t A ullpred = [[t;u]; we sometimes use the two combinators interchangeably for predicates.
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Complete Tests

P32 2 fi=afiA...A fi=nfi
Complete Assignments | ©plp®ql|p
Pk'snl 2 fienfis ... fi —nfi roplpeqlp

Fig. 7. Reduced wNetKAT Syntax.

Reduced Policies

Poliap’q = 7[?|7I'|dUP|P’q

Iteration. Recall that p* is, intuitively, a countably infinite choice between terminating or keeping
iterating p. Semantically, this behavior is captured by the countable sum

[p1(h) = > [p™ (k) = [skip] (W) & [pl(W) @ [psp] (W) @ ... .
neN
As a sanity check for this definition, we establish the usual least fixed characterization from KAT
and NetKAT [3], i.e., [p*] is the least solution of [p*] = [skip® p;p*] .

4 Language Model

In this section, we define the language model of wNetKAT, in which each policy p is assigned a
weighting of guarded strings, generalizing NetKAT’s languages of guarded strings.

4.1 Reduced Syntax

First, we restrict all wNetKAT policies to a reduced syntax, see Figure 7, without loss of expressivity.
At the core of our reduced syntax are complete tests and complete assignments. A complete test is
a conjunction of tests fi = ny A ... A fi = ng, covering all f; € F. In particular, note that this
conjunction over all fields means that complete tests precisely match one and only one packet:
2 {fi =ny,..., fix = ng}. As such the complete test matching packet r is labelled 7?, and the
set of all complete tests denoted Pk’. A complete test is often called an atom as complete tests are
precisely the minimal nonzero elements of the Boolean algebra generated by basic tests f; = n;.
Dually, a complete assignment is an expression n! = fi < ny;... ; fi < nx. We call Pk' the set of
all complete assignments. It is easy to see that there are isomorphisms between Pk', Pk, and Pk’.
Hence, we often use simply 7 € Pk to represent the respective complete test or assignment.

Note that every reduced policy p € Pol! is itself a standard wNetKAT policy (i.e., Pol* c Pol).
Most importantly, every policy can be converted to a semantically equivalent reduced policy.
Therefore, from now on, we assume w.Lo.g. that all policies are reduced.

4.2 Guarded Strings: Basic Notation and Operations

Guarded strings appeared originally in the work of Kaplan [17] and later played a prominent role
in the work of Kozen [18] to reason about program (trace) equivalence. Formally, guarded strings
are elements of the set GS C Poll, defined inductively as:

GS 2 chf GS" = {a?;p!| @, f Pk}  GS™' 2 {x;dup;y!|x € GS,ye Pk}
ieN
Guarded strings encompass the minimal nonzero elements of the standard model of NetKAT and
represent complete packet traces. This is analogous to the language models of KA(T) in which expres-
sions are interpreted as regular sets of minimal nonzero (join-irreducible) terms. For convenience,
we will exploit the above mentioned isomorphisms of complete tests and assignments, and represent
guarded strings as regular strings over packets (GS = Pk - (Pk - dup)* - Pk). A crucial difference,
however, between guarded and regular strings is that the concatenation operation captures the
consistency of state between two sequentially composed programs. Given two guarded strings
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p € Pol G(p)(x) € S Guarded Strings

GS = Pk - (Pk - dup)* - Pk
6 b= 7] Guarded Concatenation: o: GS* — GS
! [Fa € Pk. x = a 7] ~

oyyk = axyé B=y

dup [3a € Pk. x =aadupa] | FOVIE=4 a4 B4y
P1OPp: G(p1)(x) + G(p2) (x) Lifted Guarded Concatenation
pP1;p2 (G(p1) ©G(p2))(x) o: Ws(GS)? — Ws(GS)
rop r-G(p1)(x) )
p; % 6" () (miom() £ X mla) - ma(x)
i X=X 0 X

Fig. 8. Language Model.

axpP, yy¢ € GS their guarded concatenation (see Figure 8 (right)) axf o yyé is a partial operation. The
final state f of the first string has to be compatible with the initial state y of the second string, that
is f = y for the concatenation to be defined: axf o yyé = axyé. Note that guarded concatenation
can be lifted to a total operation over weightings of guarded strings (see Figure 8).

4.3 Language Model for wNetKAT

We now have all the ingredients to define the language model of wNetKAT as a class of functions
G: Pol = Wg(GS). We remark that NetKAT models were given by regular sets of guarded strings,
or equivalently, functions G: Pol — 265 so we are generalizing the Boolean semiring underlying
sets to an arbitrary w-continuous semiring (note that 26% = W,(GS)).

Definition 2 (Language Model). Let p be a wNetKAT policy. We define the weighted language G(p)
of p as the weighting G(p): Ws(GS) given by the table in Figure 8 (left), where we write G(p)(x)
for the weight attributed to x € GS by p. A

Lemma 1 (Denotational-Language Correspondence). For allh € H and p € Pol:

[pl = > G- [x](h)

xesupp(G(p))

The reader familiar with formal power series [6] might notice the similarity between the inductive
definition G(p) and rational functions. There is a crucial difference with the presence of ¢, but we
will show that, for w-continuous semirings, such functions can be recognized by a special finite
automaton (Section 5). Furthermore, the language model enables reasoning about the behavior of
wNetKAT policies on complete traces of the network, rather than separate input/output histories.

Example 4. Consider the wNetKAT policy (3 © dup)” over the semiring of the extended naturals
N® = (N U {oo}, +,-,0,1). Then over a single @ € Pk, G(p)(a (a dup)(") a) = 3"

Note how in Example 4 the star allows for the unbounded sequencing of zero or more dups, each
accruing a weight multiplier of 3. This is because, if we intuitively unfold our example policy, we
would see that the non-zero output weight of the guarded string x = a (a dup)(") a is produced
entirely by the subexpression (3 © dup)("):

(30 dup)* = @ 3o dup)(”) = skip ®(30dup)® (30 dup)(z) ®---0(30 dup)(") & -

——— neN —— ——— ——— —_———
x> 3" X0 x—0 x>0 x> 3"
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This is by no accident: unlike common string concatenation, one cannot construct longer guarded
strings through the concatenation of dup-free strings. For instance: « @ ¢ ¢ @ = @ @. It is the dup
construct that entirely determines the length of guarded strings, preventing their concatenation
from collapsing the intermediate state. After all, the purpose of dup from a denotational perspective
is precisely to duplicate the current packet, freezing it and producing a longer history as its output.
By attributing a weight to dup, we are associating the weight (be it cost, latency, reliability, etc.) of
taking another hop in our network, thus allowing us to reason about its paths. We can, however,
also reason about the overall input-output behavior of a network, without restricting to specific
network paths. In that case, we consider only dup-free policies.

Example 5. Consider the policy (({a} © a!) ® ({b} © p!))* over complete assignments a!, B!, and the
formal language semiring (P (2*), VU, -, 0,{e}), for ¥ = {a, b}. We compute G(p)(x) for subexpressions
p of our policy. We consider only dup-free strings, as dup-free policies always assign O to longer strings.

x€GS | {ajoa! ()OO (ajoah)e({b}Op) (({aOa) e ({b}O )"

ao {a} @ {a} {e,wa | w € 3*}
ap @ {b} {b} {wb | w e X}
fa {a} @ {a} {wa | w € %}
BB %) {b} {b} {e, wb|w e X}

Note that unlike our dup example above, a dup-free expression does not constrain at all the
summands p™ that produce non-zero weights as part of the star computation. For p £ (({a} ®
a!) @ ({b} © B!))*, and an example input dup-free guarded string x = a a we have that:

P = @ (p)(n) = skip ® p p(Z) ® - @ p(n) ® ---
—— neN —— —— —— ——
x — {&wa|weX"} x - {e} x - {a} x> {aaba} x - {wa|weX"}

One may find it unintuitive that the same dup-less string x = a « is assigned non-zero weight not
only by skip, but also by every positive n-th exponentiation of p. After all, the semantics of n-th
iteration requires that the input guarded string be a representative trace of the “n-times sequencing”
of p. However, note that the nuance of guarded concatenation (Figure 8) allows for precisely this:

G(pP)aa) = G(p;p)(aa) = (G(p) *G(p))(aa) = G(p)(aa)- G(p)(aa)
+ G(p)(ap)-G(p)(fa)

Intuitively, this is because guarded concatenation of dup-free strings will always collapse any
intermediate state back into a minimal, dup-free string: a@ o aa = aa = af o fa. We can
extend this behavior to as many concatenations of dup-free strings as needed to “match” a given
p™_ This is crucial to model the input-output behavior of networks with cycles, where in the
absence of trace information, one has no control over how many times a cycle is traversed from a
given input-output packet pair. As such, computing the exact semantics of star requires that we
compute the semantics of an infinite amount of policies: namely, the n-th iterates of the policy, and
then sum them. Any finite approximation will yield an incorrect result. As seen above, G(p*)(« «)
is an infinite language, but all its n-th iterates produce only finite languages. We achieve the exact
computation of wNetKAT policies through the use of an automata-based operational semantics.
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5 wNetKAT Automata

In this section, we will present an operational semantics for wNetKAT. We will define a special
weighted automaton model—wNetKAT automata—and show how to construct a finite automaton
from any wNetKAT expression. wNetKAT Automata (WNKA) resemble classic weighted automata,
albeit adjusted to the specifics of wNetKAT and its guarded string-based language model. While
classic weighted automata would only consume a symbol at a time, WNKA consume packets in
linked pairs, as processing guarded strings requires keeping a state of the “previous packet”.

Definition 3 (WNetKAT Automaton). A wNetKAT automaton (WNKA) is a 4-tuple A = (Q, 1,5, 1)
where Q is a finite set of states, 1: Ws(Q) is the initial weighting, § is a family of transition functions
dap: Q — Wi (Q) indexed by packet pairs, and A is a family of output weightings Aqp: Ws(Q). A

The above definition is similar to that of weighted automata: weightings Wg(Q) are simply
S-valued “vectors” over Q (i.e., elements of the Q-semimodule over S), and the transition functions
Sap: Q = Ws(Q) are matrices Q X Q — S. We push this analogy further and note that functions
bap: QO = Ws(Q) are isomorphic to Ws(Q X Q), which we shall call weighting matrices. Given
weighting matrices m: Ws(XxY) andm’: Wgs(YXZ) we define their product mxm’: Wg(XXZ):

mxm £ A(x,z). Z m(x,y) - m'(y,z)
(x,y) €supp(m)

The initial and output weightings can be equivalently represented as matrices 1: Wgs(1 X Q) and
Aap: Ws(Q x 1). With these notational conventions in hand, we can now more easily define the
weighted language of guarded strings [A]: Ws(GS) recognized by an WNKA A:

[A] (7o 7r1 dup 7z dup ... dup 7n) = 1 X oy X Spymy X+ X Oy gty X Ay,
Note that when n = 1 we obtain [A] (7 1) = 1 X Agyr, -

Example 6. Consider the policy p = (3 © dup)* from Example 4. We define a minimal automaton
Ap such that [A,] = G(p), as below. We use single-line arrows for transitions between states and for
initial weights, and double-line arrows for the output weight function on each state.

—1>J;33-[a= ] (s0) 21 Sup(s0) 23+ [a=p)
[a = f] Aap(so) = [a = f]

Note how the automaton’s transitions are labeled by conditions on both the current packet and the
previous one—hence the packet-pair semantics of our WNKA. We can then perform the computation of
G(p)(a(a dup)(") a) as done through the automaton:

[Ap] (e (adup)™ @) = 1% 8 X A = (1) X (3 [a = a])" x ([a = a]) = 3"

Although simple, the automaton of Example 6 captures a good intuition of the behavior of dup
when iterated by star. As captured by the semantics of WNKA, a transition can only be taken by
consuming a dup from the input guarded string. If the dup is furthermore part of an expression
being iterated with star, then we must allow for the unbounded consumption of such dups. As our
automata are finite, this is achieved by looping the transition. Equally, a dup-free policy must not
consume any dups from input guarded strings, and as such the corresponding automaton will not
have any effectively traversable transitions. In practice, this means that although our automaton
may still be comprised of many states with no transitions, these can be collapsed into a single state
automaton, where the state output entirely captures the language for dup-free guarded strings.
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Table 1. wNetKAT Thompson construction. For expression p, we inductively build Ap = (Sp, 1p, 67, AP).
We use + to denote coproducts of sets; given a coproduct X +Y, f: X — Z,and g: Y — Z the function
[f.g]l: X +Y — Z is the copairing of f and g. We denote by 15, ® AP! the square matrix aff — 1p, X /IZI .

p
P Sp 1p: Ws(Sp) 5§ﬁ: Sp = Ws(Sp) Agﬁ: Ws (Sp)
? {v} n(®) 0 O [a=f=nx]
! {©) n(@) 0 @ [f= ]
n#) s=9Aa=p [a=p] s=a
d Q, & Q
P { ) n(9) s {0 otherwise s {O s=Q
ropt  Sp, reip, Szlﬁ /lzlﬁ
P1®p2 Sp+Sp  |iprsips] |[e220]. |0.6%]| i
1T Op; p1> tp2 ap || %ap af " af
prips Sp+Sp,  [ipy,0] Haﬁlﬁ, T Ay X 1p, X 5{;}] [ 5%]] [; 2By g, x AP, Agzﬁ]
Pt Sp + {9} [0,1] [[5;ﬁ,o] (% %, x)LPl)aﬁ,O]] [(Ai’l xﬂ)aﬁ,agﬁ]

where 8 = 671 + AP1 x 2% x 1) x 5P1 and A7 = (1, ®AP1)"

5.1 From Expressions To Automata

Classically, NetKAT automata are constructed on-the-fly using Brzozowski derivatives. However,
in the presence of weights, Brzozowski derivatives are known to generally not yield finite au-
tomata [8]. To avoid this, we instead describe a generalized Thompson’s construction (Table 1),
that is guaranteed to terminate by traversing the syntax of the given expression.

Crucially, this construction is guaranteed to produce an automaton whose language matches the
language of its expression. By transitivity, our construction computes precisely the denotational
semantics of the expression, by converting the input histories into a guarded string.

Lemma 2 (Soundness of Thompson). Given a policy p € Pol: [A,] = G(p).
Corollary 1 (Equivalence of wNetKAT policies and wNetKAT automata). Given a policy p € Pol?
[p] (o)) sz i) = [Ap] (7o 1 dup ... dup ) .

Like the classic Thompson construction, our construction works by combining simpler base
automata to achieve more complex ones. This is achieved by composing the vector and matrix
components in adequate ways. For example, for p; @ p,, the two automata are simply juxtaposed
into one, with no interaction between the two, as depicted below.

P1 p1

o ( 5 5, 5 0 e Ay 5
() :

Lol d) ot et

af aff

The “quadrants” of the transition matrices created by copairing allow us to specify the behavior
of two classes of transitions: the top left, and bottom right quadrants capture transitioning inside
the two component automata, while the top right and bottom left qudrants capture transitioning

2The soundness of our syntax and semantics (i.e., Lemmas 1 and 2 and Corollary 1) is additionally mechanized in Lean;

the mechanization can be found at https://github.com/cornell-pl/wnetkat-lean/blob/pldi2026/WeightedNetKAT/Papers/
PLDI2026.lean.
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between the two component automata. As expected, the construction for choice does not allow
transitioning between automata, and the internal automata transitions remain the same.

If we look at sequencing, however, we see a more interesting case. When sequencing two
automata, we want to preserve their independent transitions, while additionally being able to “jump”
from the first automaton to the second. Traditionally, this is done by introducing e-transitions,
non-deterministically bridging each state of the first automaton into the start state of the second.
WNKAs do not have ¢-transitions and we produce these “jumps” by using the packets consumed
on exiting a state, to instead transition into the second automaton. Formally we do this by: exiting
the first automaton (/1{,’(;,), entering the second automaton (:#2), and finally taking a first transition
(5{: ;) This is equivalent to transitioning directly from the first automaton to the second, while

accumulating the three weights, i.e. aff — 3, Ag;, X P2 x (55 ; (note that aff = ay o yp).
Y

The most interesting case for the Thompson construction, however, is the one of iteration. In
the classic Thompson construction, iteration is achieved by introducing a new (accepting) start
state (©), and whenever a state of the automaton would be accepting, instead e-transitioning to the
new start state, where the string is either accepted or free to begin another iteration. Generalizing
this principle requires care, due to the specific semantics of WNKAs. This is best observed in two
classes of cases: when iterating over expressions with dup vs. dup-free expressions.

Firstly, as demonstrated in Example 5, a dup-free policy, even if iterated, will only attribute
non-zero weight to dup-free guarded string inputs. However, these atomic guarded strings may still
be iterated unboundedly, and unobservedly, due to the lack of a dup. For example, a& = affo fy o y¢&,
so the weight of ¢ must take into account its “longer”, unobserved equivalents. Processing such a
string is akin to entering the start state (:#*) and exiting it directly (A#*)—in this case three times—for
each atomic component being sequenced. In general, this must be done for an unbounded number
of intermediate atomic guarded strings, meaning the output of the new start state (A”) must be the
star of the combined ' X AP* matrix, which naively would require computing an infinite sum.

Definition 4 (Matrix Star). For a weighting square matrix M: Wgs(X x X), we define its star as

M* £ 3 M", where M, = [x = y] and M"™" = M" x M. A
neN

The star of a matrix is, however, a common operation in automata theory, also known as the

matrix closure. In the past, Bloom and Esik [7] developed an algorithm for computing the matrix star

in terms of only the underlying semiring operations, together with the semiring star, a shorthand

defined as s* £ }, s"™. Although computing the star of a semiring element requires computing a
neN
countable sum, for all our documented semirings and their combinations, this operation is easily

computed, usually in constant time [26]. The Thompson construction depicted in Example 7 below
provides a good view of the matrix star in action, as used to compute the output weights of state ©.
For instance, as expected the policy maps the guarded string « « to the infinite regular language
{wa | w € X*}, which is computed entirely by A9, the starred output matrix.

Example 7. For the policy p = (({a} © a!) ® ({b} © B!))* from Example 5, we obtain the following
automaton through the Thompson construction:

{e}
—> 0 Q
\L{a} \L{b} ® 5 aa |—>u{e, wa} ® 5]
e Sy ® 51 4 BB+ {e, wh}
I il aa — {&,wa} Pa — {wa} aff — {wb}
aa, pa > (e} ap, ppr {e) pars{way P AWhh o gps fe by
(@ ({a}oa) @ ({b} 0 B! (b) ({a} @ a) @ ({b} © )"
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Our second key consideration for the case of iteration is best seen when iterating expressions
with dup. This is the “classical” setting, where it is possible to non-deterministically return to the
start state whenever an end state is reached, ready to process another iteration (as is the case in
Example 4). However, wNetKAT automata do not have a single start and end state. In fact, every state
can be both initial and final, as determined by the initial and output weights. This makes looping
the automaton more delicate, and requires an entirely matrix-based treatment, as demonstrated
by component &7 of the star construction: To transition inside the automaton is to either take an
internal transition as normal (6?*), or non-deterministically (+) exit the state (A”') and, via the new
start state (AV), loop back into the automaton (:”!), and transition through (671).

5.2 Computable Semantics of wNetKAT

Finally, the effective computation of the Thompson construction allows us to compute the automaton
for any given wNetKAT policy. Using the correctness of the semantics of the automaton (Corollary 1),
and the fact that the automaton semantics is computed through matrix multiplication, which is
itself computed in terms of semiring addition and multiplication, we obtain the following:

THEOREM 1 (COMPUTABLE SEMANTICS). Given a computable semiring (S, <), the semantics of every
S-wNetKAT policy is computable by compiling it to its corresponding wNetKAT automaton.

Furthermore, given that the semantics of every wNetKAT policy is computable by compiling to a
wNetKAT automaton, we can verify the questions of r-safety and r-reachability through decision
procedures that we develop at the level of wNetKAT automata in the following section.

6 Decidability Results for wNetKAT
In this section, we tie the technical results of the previous sections back to the verification questions
in Section 2. Consider again verifying whether a network encoded in wNetKAT as p is r-safe or
r-reachable. Semantically, these questions correspond to the following two properties:
Vr e Pk,he H:  [p](z=())(h) 2 r, (p is r-safe)
Ar € Pkhe H:  [p](m=())(h) = 7. (p is r-reachable)
In words, r-safety says that all (out of possibly infinitely many) traces produced by the policy p
have weight at most r. Dually, r-reachability says that there exists some trace with weight at least r.
We generalize techniques by Almagor et al. [2] to obtain generic decision procedures for r-safety
and r-reachability for a broad class of semirings. These procedures can produce witnesses, providing

operators with diagnostic information (when r-safety is violated), and synthesize traces satisfying
some desired lower bound on a quantity of interest. We illustrate this in Section 7 via a case study.

6.1 Decidability of r-safety in wNetKAT
We begin by establishing the decidability of r-safety for semirings that model a worst-case analysis.
THEOREM 2 (DECIDABILITY OF r-SAFETY). Let (S, <) be a computable semiring such that

S1+s2 =383 Iiff sy Xs3ands; < s3,

and let p be an S-wNetKAT policy. Then “p is r-safe” is decidable . Moreover, if X is total and p is not
r-safe, then we can compute a witness, i.e., 1 € Pk and h € H such that [p] (= ())(h) & r.

Before we describe the decision procedure, let us gain some intuition on the conditions imposed
on S. Computability is necessary to effectively compute the semantics of the wNetKAT policy. The
condition on + expresses that S models worst-case behavior: the semiring addition “chooses” a
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worst-case scenario so that upper-bounding s; + s, is equivalent to upper-bounding both s; and s,.
This condition is satisfied by the Arctic, Probabilistic-union, and Why semirings (cf. Figure 3).
The decision procedure works as follows. First, we invoke Corollary 1, which gives us

pisr-safe iff Vx e GS: [Ap](x) = r.

It follows from w-continuity of S and the side condition on + that the latter is equivalent to

DA <7

x€GS

We then proceed by showing that this infinite sum over all guarded strings is computable, which
implies the claim. The key idea is to reduce the computation of this infinite sum to the computation
of a matrix star (cf. Definition 4), which can be done via well-established algorithms [7]. In case
r-safety is violated, we are—by the totality of X—guaranteed to find a witness by enumerating
guarded strings x € GS in a breadth-first search manner until we find one with [A,](x) £ r,
where we use Theorem 1 to compute the weight A, assigns to x. By Corollary 1, x can then be
turned into an appropriate witness.

6.2 Decidability of r-reachability in wNetKAT

Next, we establish the decidability of r-reachability for semirings that model a best-case analysis.

THEOREM 3 (DECIDABILITY OF r-REACHABILITY FOR WNETKAT PoLICIES). Let (S, X) be a computable
semiring such that s; = s; - s, and

si+s2 =83 Uff sy = s3orsy = os3,

and let p be a S-wNetKAT policy. Then “p is r-reachable” is decidable. Moreover, if p is r-reachable,
we can compute a witness, i.e., m € Pk and h € H such that [p] (z:())(h) = r.

Let us again gain some intuition on the imposed conditions. Dually to r-safety, the condition
on the semiring addition expresses that S models best-case behavior: lower-bounding s; + s; is
equivalent to lower-bounding one of sy, s;. The condition on the semiring multiplication expresses
that making traces longer can only make things worse since s; - s; will always be smaller than s;.
These conditions are satisfied by the Tropical, Viterbi, and Bottleneck semirings (cf. Figure 3).

Our decision procedure works as follows. First, we invoke Corollary 1 to get

pis r-reachable iff 3x € GS: [Ap](x) = r.

We then exploit the conditions on + and - to conclude that the above is equivalent to the existence
of a guarded string x € GS corresponding to a cycle-free run of A,—for a notion of runs we define
over the underlying graph structure of A,. There are only finitely many cycle-free runs, so it
suffices to check [A,](x) = r for only finitely many x to decide r-reachability. If we find such a
guarded string x, we use Corollary 1 to turn it into a witness.

7 Case Studies

In this section, we demonstrate how our marriage of classic NetKAT’s modeling capabilities and
weighted reasoning enables the automatic quantitative analysis of intricate network configurations.
For that, we use a topology based on Internet2’s Abilene backbone network (see Figure 10)*, which
features nodes across several cities in the United States. Traffic can enter or exit the network from
any node (e.g., a network packet entering at BAY destined for NYC), and every node is able to
forward packets to nodes it is linked to (e.g., KAN can forward packets to DEN, HOU, and IND).
We have additionally annotated the network topology in Figure 10 with several quantities, such as

3The TikZ code used in Figure 10 was produced with the help of a generative Al software tool (Claude, Sonnet 4.6).
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2ms 5 ms tid Path
AN 1 BAY, DEN, KAN
2 BAY,LA HOU, KAN
3 KAN, HOU, ATL
S 4 KAN, IND, ATL

1500 Mbps 1750 Mbps

Fig. 10. Topology from Abilene network with links between nodes weighted by latency/bandwidth and nodes
by forwarding failure rate. Network tunnels are mapped to their corresponding tunnel ID (tid) in table.

the associated failure rates of each node or the bandwidth of each link between nodes (e.g., based
on forwarding failure metrics or historical average bandwidths).

Suppose that for certain source-destination pairs it is preferable to forward traffic through
tunnels instead of with the usual forwarding behavior (e.g., based on shortest-paths or some other
routing scheme). Figure 10 highlights example tunnels available in the network to be used by
specific nodes for NYC-bound traffic. For example, KAN is configured to use either of the tunnels
KAN — HOU — ATL (tid 3) or KAN — IND — ATL (tid 4). Both tunnels exit into ATL, which in turn
is configured to forward NYC-bound traffic through tunnel 5. In what follows, we first model this
tunneling behavior in classic NetKAT and then demonstrate how wNetKAT enables quantitative
reasoning. We model the network’s forwarding behavior using choice and nested iteration:

if tid = 0 then p 2 if node = ATL then
if dst = NYC then (tid <« 3 @ tid < 4) (patL)* ;node # ATL
else ... (* Default behavior x) else if nod,e = BAY then
prkan = elseif tid =1 V tid = 2 then tid < 0 (psay)* ; node # BAY
else if tid = 3 then node « HOU else ... ’
else if tid = 4 then node « IND
abilene = (p;dup)*

else drop

Similarly to Section 2.1, abilene models the process of (i) forwarding a packet according to its
current node (modeled by p), (ii) recording the packet’s state in the history (using dup), and (iii)
repeating this process (using iteration). Policy p branches on the packet’s current node and invokes
the corresponding routing policy. Notice that these routing policies are also iterated—an idea dating
back to Gupta et al. [14]. The reason for that becomes apparent when considering pxan: we use the
field tid to keep track of the tunnel the packet is currently in (tid = 0 meaning no tunnel). KAN
thus marks the end of tunnels 1 and 2, and the start of tunnels 3 and 4. In particular, if KAN receives
a packet with tid = 0 and destined for NYC, this packet may be forwarded either via tunnel 3 or 4
(using choice). Now, if KAN receives a packet destined for NYC on tunnel 1, say, then we have to
execute pxan twice to ensure that, subsequently, it is correctly forwarded via tunnel 3 or 4. Iterating
praN naturally captures the necessity of possibly having to execute the policy multiple times.

Consider BAY, which is configured analogously to KAN (i.e., NYC-bound traffic is forwarded via
tunnels 1 or 2). The full encoding of BAY (and for all other examples throughout this section) is
included in the appendix [34]. By instantiating wNetKAT with the Boolean semiring we can, as
with NetKAT, already verify that the tunneled paths between BAY and NYC are configured so that
the two nodes are connected. This amounts to checking that the following policy is 1-reachable:

(node = BAY A dst = NYC) ; abilene; (node = NYC A tid # 0)
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7.1 Verifying Reliability of Tunneled Paths with Theorem 2

Let us now illustrate how wNetKAT can serve as a verification tool for bounds on the reliability of a
network’s configuration. Consider again network traffic entering at BAY destined for NYC. Beyond
checking that BAY and NYC are indeed connected, a network provider may additionally wish to
ensure that all tunneled paths between BAY and NYC are sufficiently reliable. This corresponds to
upper-bounding the worst-case failures across all combinations of tunnels a packet might take. We
take the encoding from the previous section and weight each node’s (iterated) routing policy by its
forwarding failure rate, instantiating wNetKAT with the Probabilistic-union semiring (cf. Figure 3):

if node = ATL then
DPrel = 1.5% © (paTL)” ; node # ATL abileney =  (prer;dup)®
else ...

Now assume we wish to check that all tunneled paths between BAY and NYC have a failure rate
of at most 10%. We use Theorem 2 to decide whether the following is 0.1-safe:

(node = BAY A dst = NYC) ; abilene,e ; (node = NYC A tid # 0)

The decision procedure from Theorem 2 answers negatively and provides a witness: KAN is
configured to always forward NYC-bound traffic through tunnel 3 (KAN - HOU — ATL). However,
when a packet at KAN has just exited tunnel 2 (BAY — LA - HOU — KAN), KAN will unnecessarily
reroute traffic through HOU and incur more probability of failure. As a result, the tunneled path
2 - 3 — 5 between BAY and NYC will have a failure rate of 10.3%. We remark that this is no
longer a straightforward cycle detection as discussed in Section 2. wNetKAT enables the automatic
identification of a specific combination of network tunnels that cause reliability issues.

A network provider can now use the generated witness to reconfigure KAN to only forward
packets destined for NYC through tunnel 3 if they have not just exited tunnel 2:

if tid = 0 then ...
. elseiftid=2 A dst = NYC thentid <~ 4 (* Forward directly *)
PrANsafe = olseif tid = 1 V tid = 2 then tid « 0
else ...

In particular, packets exiting tunnel 2 which are destined for NYC are now directly forwarded
through tunnel 4. We can once again use the decision procedure from Theorem 2, which this time
answers positively: all tunneled paths guarantee a failure rate of at most 10%.

7.2 Finding High-Bandwidth Tunneled Paths with Theorem 3

We now demonstrate how wNetKAT can aid network providers as a design tool when configuring
the routing behavior: With wNetKAT, we can synthesize paths within a network satisfying specific
quantitative properties; after which the network can be reconfigured appropriately.

Consider the following scenario: although there are several tunneled paths from BAY to NYC,
we wish to refine the network to use high-bandwidth tunnels specifically for video traffic, which
should be delivered with at least 1000Mbps of bandwidth. We modify the encoding of the network
from the previous section (for which it is already guaranteed that all tunneled paths from BAY to
NYC have a failure rate of at most 10%) by weighting the forwarding actions in each tunnel by the
corresponding link’s bandwidth, instantiating wNetKAT with the Bottleneck semiring (cf. Figure 3):

if ... .
. elseif tid = 3 then 1250 Mbps ® node « HOU Pband =
PrANband = ojce if tid = 4 then 1750 Mbps ® node « IND ) X .
else drop ablleneband = (pband 5 dup)
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If it exists, we can now synthesize a tunneled path between BAY and NYC with a bandwidth of at
least 1000Mbps. By Theorem 3, this can be decided by checking the 1000-reachability of

(node = BAY A dst = NYC) ; abilenepang ; (node = NYC A tid # 0) .

The decision procedure from Theorem 3 answers positively and provides the sought-after tunneled
path: 1 — 3 — 5 has a bandwidth of 1250Mbps. We now reconfigure the network to always choose
this tunneled path for video traffic (identified via the field vid) destined for NYC, e.g.,

if tid = 0 then
if dst = NYC then (if vid = TRUE then tid « 3 else (tid < 3 & tid < 4))
PKANyid = |
else ...
else ...

In particular, video traffic (vid = TRUE) destined for NYC is now always tunneled through tunnel 3.
BAY would similarly be reconfigured to always tunnel NYC-bound video traffic through tunnel 1.
The forwarding behavior for regular traffic remains unchanged from our previous example.

In summary, we first used wNetKAT to verify that the tunneled paths configured in the Abi-
lene network provide a reliability of at least 90%; then we used wNetKAT to refine our network
configuration to use high-bandwidth tunneled paths for video traffic. We focus on reliability and
bandwidth in these examples, but our framework (and decision procedures) remains parametric on
a semiring and can verify several network phenomena as shown in Figure 3. For example, we can
similarly verify that for the final network configuration above, all video traffic in these tunneled
paths is additionally delivered within 20ms. Instantiating wNetKAT with the Arctic semiring and
weighting by latency, this would correspond to checking that the following policy is 20-safe:

(node = BAY A dst = NYC A vid = TRUE) ; abileneyiq ; (node = NYC A tid # 0)

As before, this property is decidable by Theorem 2; the decision procedure answers in the positive.

8 Related Work

wNetKAT is an extension of NetKAT [3], which is itself an extension of KAT [18] to reason about
network behavior. wNetKAT is inspired in large part by ProbNetKAT [10, 31], which in turn
extends NetKAT to model probabilistic network behavior. wNetKAT generalizes this idea to support
modeling several different quantitative behaviors based on the choice of semiring. Nevertheless,
wNetKAT remains a conservative extension by subsuming both NetKAT and the guarded fragment
of ProbNetKAT. Although wNetKAT subsumes only a fragment of ProbNetKAT, an even smaller
fragment (guarded and dup-free) has previously been studied in a practical setting [32]. Singh
[29] and Larsen et al. [21] both introduce extensions to NetKAT parametric on semirings to model
latency and other quantitative properties. However, neither extension provides a sound translation
to weighted automata nor decision procedures for verifying quantitative network properties. Both
extensions are more expressive at the syntax-level than wNetKAT (e.g. including quantitative tests),
our extension instead is intentionally chosen so that the syntax is expressive enough to model
interesting network behavior while still being able to use techniques based on weighted automata.

More generally, several frameworks have been proposed for reasoning about programming
systems that are parametric on semirings (e.g., see [5, 9, 12]). In particular, Batz et al. [5] propose
weighted programming as a paradigm for specifying mathematical models beyond probability
distributions. wNetKAT follows a similar approach (and is likewise parametric on w-continuous
semirings), though our focus is specifically on extending the power of NetKAT to reasoning about
the quantitative behavior of networks. Many of our example semirings, however, are based on
their applications in weighted programming. wGKAT [35] and KAWT [28] are both extensions to
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KAT that likewise follow a similar approach to the work by Batz et al. [5]. Van Koevering et al.
[35] extend Guarded Kleene Algebra with Tests (GKAT) [30] to the weighted setting and show the
decidability of equivalence for weighted automata up to bisimilarity. Unfortunately, we cannot
apply their results as wNetKAT features unguarded iteration; we refer the reader to the work of
Wasserstein [36] for the incompatiblity of NetKAT and GKAT. Sedlar [27] shows a completeness
result for a more general version of KAWT (Kleene Algebra with Weights and Tests). wNetKAT is
most similar to KAWT (albeit in the setting of NetKAT which introduces further subtleties as we
discuss throughout the paper). However, KAWT does not provide a general language model and
computable operational semantics, limiting this only to finite semirings.

Decision procedures for weighted automata have been studied extensively in the literature [19, 20].
Our decision procedures for r-safety and r-reachability for wNetKAT automata adapt results by
Almagor et al. [2] for the Tropical semiring over the natural numbers. Recent work by Moeller
et al. [25] contributed techniques for efficient implementations of decision procedures over NetKAT
automata (which wNetKAT automata subsume). In particular, they develop symbolic versions of
NetKAT automata that do not explicitly enumerate their packet space and provide an ecosystem
of supporting algorithms. Their approach is, however, highly tailored to deciding equivalence,
a property that is (i) undecidable in general for weighted automata (ii) often too strong when
it comes to verifying quantitative network properties. Applying these techniques in our setting
is fundamentally different as it would require not only the development of a novel, symbolic
representation of our wNetKAT automata but also direct symbolic decision procedures for r-safety
and r-reachability rather than equivalence.

Finally, semirings have been used as the foundation of other frameworks in the networking
domain, including network calculus [22] and routing algebras [13, 33]. Network calculus is a
mathematical framework designed for modeling and reasoning about quantitative properties. It
provides primitives for modeling the arrival, buffering, and departure of traffic in a deterministic
queueing system and also models interactions between multiple flows. Unlike wNetKAT, the focus
is more on pencil-and-paper proofs of performance bounds rather than automated verification
of safety and reachabilty properties. Routing algebras model the behavior of distributed control-
plane protocols like OSPF and BGP, whereas wNetKAT focuses on behavior at the data-plane level.
Deepening the connections between these frameworks is an excellent direction for future work.

9 Conclusion

We introduced wNetKAT, a framework for quantitative network verification. We developed a
denotational semantics of wNetKAT and an equivalent language model. We then presented an
operational semantics based on wNetKAT automata to compute the exact semantics of wNetKAT.
This enabled the design of decision procedures for reasoning about r-safety and r-reachability in
networks. We then used the framework to reason about worst-/best-case network guarantees over
a range of practical network phenomena in the setting of Abilene backbone network.

As future work, we would like to implement practical versions of these decision procedures over
efficient representations of wNetKAT automata (e.g., as in [24, 25]). Separately, network verification
with NetKAT requires having accurate models of such systems; which can be tedious and error
prone. This is only more true in the weighted setting, and so we would like to explore learning for
wNetKAT automata [24]. Finally, we would be interested in extensions to wNetKAT that make the
language more expressive. In particular, we would like to consider variants with quantitative tests
(e.g., as in [21, 29]), which would allow expressing network behavior dependent on quantities (e.g.,
load balancing). These extensions would however complicate our denotational and operational
model, and importantly, would not allow us to reduce our properties to wNetKAT automata. We
leave them as a possible direction for future work.
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